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Advanced Systems Concepts, Inc. 
Data Processing Addendum
This Data Processing Addendum (“DPA”) forms part of the existing agreement(s) between Customer 

and Advanced Systems Concepts, Inc. (“ASCI”), and/or other written or electronic agreement for the 

purchase of Software and/or Services provided by ASCI (the “Agreement”) to reflect the parties’ 

agreement with regard to the Processing of Personal Data of Customer, in accordance with the re-

quirements of Data Protection Laws. The Effective Date of this DPA is May 25, 2018. All capitalized 

terms not defined herein shall have the meaning set out in the Agreement.

1. General Terms
This DPA applies to the Processing of Personal Data, within the scope of the EU General Data Protection 

Regulation 2016/679 (as further defined in Section 11, and hereinafter “GDPR”), by ASCI on behalf 

of Customer.  Effective May 25, 2018, ASCI will Process Personal Data in accordance with the GDPR 

requirements directly applicable to ASCI’s provision of its Services. This DPA does not limit or reduce 

any data protection commitments relating to Processing of Customer Data previously negotiated by 

Customer in the Agreement (including any existing data processing addendum to the Agreement). 

Customer enters into the DPA on behalf of itself and, to the extent required under applicable Data 

Protection Laws, in the name and on behalf of its Authorized Affiliates, if and to the extent ASCI Pro-

cesses Personal Data for which such Authorized Affiliates qualify as the Controller. For the purposes 

of this DPA only, the term “Customer” shall include Customer and Authorized Affiliates, unless oth-

erwise indicated herein. Customer may request a signed copy of this DPA, however, in the avoidance 

of doubt, once ASCI provides Services after May 25, 2018 this DPA will be in force unless a new DPA 

has been executed between the Customer and ASCI.

In the course of providing the Services to Customer pursuant to the Agreement, ASCI may Process 

Personal Data on behalf of Customer. ASCI agrees to comply with the following provisions with respect 

to any Personal Data Processed for Customer in connection with the provision of the Services. If not 

otherwise defined in the relevant section, all definitions applicable to this DPA have been consolidated 

into Section 11, titled “Definitions.” 
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2. Processing of Personal Data
2.1 The parties agree that with regard to the Processing of Personal Data, Customer is the Data 

Controller, ASCI is a Data Processor and that ASCI will engage Subprocessors pursuant to the re-

quirements set forth in Section 5 “Subprocessors” below.

2.2 Customer shall, in its use or receipt of the Services, Process Personal Data in accordance with the 

requirements of Data Protection Laws and Customer will ensure that its instructions for the Process-

ing of Personal Data shall comply with Data Protection Laws. Customer shall have sole responsibility 

for the accuracy, quality, and legality of Personal Data and the means by which Customer acquired 

Personal Data.

 

2.3 ASCI will Process Personal Data in accordance with applicable Data Protection Laws, the GDPR 

requirements, directly applicable to ASCI’s provision of its Services. ASCI shall only Process Personal 

Data on behalf of and in accordance with Customer’s documented instructions and shall treat Personal 

Data as Confidential Information. Customer instructs ASCI to Process Personal Data for the following 

purposes: (i) Processing in accordance with the Agreement and applicable orders; (ii) Processing to 

comply with other reasonable instructions provided by Customer (e.g., via a support case) where such 

instructions are consistent with the terms of the Agreement, and (iii) Processing of Personal Data 

that is required under applicable law to which ASCI is subject, including but not limited to applicable 

Data Protection Laws, in which case ASCI shall to the extent permitted by applicable law, inform the 

Customer of such legally required Processing of Personal Data.

2.4 As required under Article 28(3) of the GDPR, the subject matter and duration of the Processing, 

the nature and purpose of the Processing, the types of Personal Data and categories of Data Subjects 

are set forth in Appendix 1 to this DPA Addendum (titled “Appendix 1: Details of Processing Custom-

er Personal Data”).  The subject matter of Processing of Personal Data by ASCI is the performance 

of the Services provided under the Agreement. Upon prior written notice, Customer may request 

reasonable amendments to Appendix 1 as Customer reasonably considers necessary to meet the 

requirements of Article 28(3) of the GDPR and ASCI will review such requested changes. Nothing in 

Appendix 1 confers any right or imposes any obligation on any party to this Addendum.
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3. Rights of Data Subjects
3.1 ASCI shall, to the extent legally permitted, promptly notify Customer if it receives a request from 

a Data Subject to exercise the Data Subject’s right of access, right to rectification, restriction of Pro-

cessing, erasure (“right to be forgotten”), data portability, object to the Processing, or its right not to 

be subject to an automated individual decision making (“Data Subject Request”). Taking into account 

the nature of the Processing, ASCI shall assist Customer by appropriate technical and organizational 

measures, to the extent possible, for the fulfilment of Customer’s obligation to respond to a Data 

Subject Request under Chapter III of the GDPR. Except to the extent required by applicable law, ASCI 

shall not respond to any such Data Subject Request without Customer’s prior written consent except 

to confirm that the request relates to Customer. 

3.2 Further, to the extent Customer, in its use of the Services, does not have the ability to address a 

Data Subject Request, ASCI shall upon Customer’s request provide commercially reasonable efforts to 

assist Customer in responding to such Data Subject Request, to the extent ASCI is legally permitted 

to do so and provided that such Data Subject Request is required under applicable Data Protection 

Laws. Any costs arising from such provision of assistance shall be the responsibility of Customer, to 

the extent legally permitted.

4. Personnel
4.1 ASCI shall ensure that its personnel engaged in the Processing of Personal Data are informed of 

the confidential nature of the Personal Data, have received appropriate training on their responsi-

bilities and are subject to obligations of confidentiality and such obligations survive the termination 

of that persons’ engagement with ASCI.

4.2 ASCI shall take commercially reasonable steps to ensure the reliability of any ASCI personnel 

engaged in the Processing of Personal Data.

5. Subprocessors
5.1 Customer acknowledges and agrees that ASCI may engage third-party Subprocessors in connec-

tion with the provision of the Services. Any such Subprocessors will be permitted to obtain Personal 



 4 Advanced Systems Concepts, Inc. — Data Processing Addendum

Data only to deliver the services ASCI has retained them to provide, and they are prohibited from 

using Personal Data for any other purpose.

5.2 ASCI shall be liable for the acts and omissions of its Subprocessors to the same extent ASCI would 

be liable if performing the services of each Sub-processor directly under the terms of this DPA, except 

as otherwise set forth in the Agreement.

5.3 ASCI has entered into a written agreement with each Subprocessor containing data protection 

obligations that are no less protective than the terms set forth in this Addendum with respect to the 

protection of Personal Data and meet the requirements of Article 28(3) of the GDPR or equivalent 

provisions of any other Data Protection Law, to the extent applicable to the nature of the Services 

provided by such Subprocessor.

5.4 Customer authorizes ASCI to appoint Subprocessors in accordance with this Section 5. The list 

of ASCI Subprocessors used by ASCI in connection with its provision of the Services is set forth in 

Appendix 2, and such list includes all Subprocessors’ identities and country of location (“Subproces-

sors List”). In the event ASCI makes any changes or additions to such list, the current Subprocessor 

List is made available to Customer at: https://www.advsyscon.com/en-us/about-us/sub-processors, 

thereby giving Customer the opportunity to object to such changes (as set further set forth in 

section 5.5 below) .  

5.5 Customer may object to ASCI’s use of a new Subprocessor by notifying ASCI promptly in writing 

within ten (10) business days after any updates are made by ASCI to the Subprocessor list.  In the 

event of such objection by Customer, ASCI will take commercially reasonable steps to address the 

objections raised by Customer and provide Customer with reasonable written explanation of the 

steps taken to address such objection.

5.6 Data Transfers. ASCI shall not transfer Personal Data of Customer except lawfully, in compliance 

with applicable Data Protection Laws and Personal Data will be transferred in accordance with ASCI’s 

statement and terms set out at https://www.advsyscon.com/en-us/about-us/data-transfers. Solely for 

the provision of Services to Customer under the Agreement and subject to this Section 5.6, Customer 

hereby authorizes ASCI to make routine transfers of Personal Data to approved Sub-processors of 

ASCI.  Notwithstanding, in the event that Personal Data of Customer is transferred from the Euro-

pean Union, the European Economic Area and/or their member states, Switzerland and the United 

Kingdom to countries which do not ensure an adequate level of data protection within the meaning 

of the Data Protection Laws of the foregoing territories (“Restricted Transfers”), ASCI complies with 

the provisions of Section 5.6(a), with respect to such Restricted Transfers.

https://www.advsyscon.com/en-us/about-us/sub-processors
https://www.advsyscon.com/en-us/about-us/data-transfers
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• Transfer mechanisms for Restricted Transfers. ASCI makes available the transfer mechanisms 

listed below which shall apply, with respect to any Restricted Transfers under this DPA, to the 

extent such transfers are subject to such Data Protection Laws:

• (1) Privacy Shield self-certifications. ASCI has certified its compliance to the EU-US Privacy 

Shield Program.  ASCI shall maintain its certification to the Privacy Shield for so long as it 

maintains any EEA Personal Data.  In the event that EU authorities or courts determine that 

the Privacy Shield is not an appropriate basis for transfers, the parties shall promptly exe-

cute an approved EU Standard Contractual Clauses (Processors), which shall be incorporated 

herein upon execution.

• (2) EU Standard Contractual Clauses. ASCI acting as Subprocessor (as listed in Appendix 2) 

have previously entered into The EU Standard Contractual Clauses for a controller-processor 

relationship and for the benefit of the Customer. Further, ASCI hereby enters into approved EU 

Standard Contractual Clauses (Processors), as further set forth in Section 9 of this Addendum, 

and a copy of which is attached hereto in Attachment 1.

In the event that Services are covered by more than one transfer mechanism, the transfer of Cus-

tomer’s Personal Data will be subject to a single transfer mechanism in accordance with the following 

order of precedence: (i) Privacy Shield self-certifications; (ii) EU Standard Contractual Clauses.

6. Security
6.1 Taking into account the state of the art, the costs of implementation and the nature, scope, context 

and purposes of Processing as well as the risk of varying likelihood and severity for the rights and 

freedoms of natural persons, Customer and ASCI shall implement appropriate technical and organi-

zational measures to ensure a level of security appropriate to the risk. ASCI will maintain appropriate 

technical and organizational measures for protection of the security, confidentiality and integrity 

of Personal Data that meet the requirements for a Data Processor under the GDPR, as set forth in 

Appendix 2 “Security of Processing – GDPR Art. 32”. ASCI regularly monitors compliance with these 

safeguards. ASCI will not materially decrease the overall security of the Services during the term of 

ASCI’s provision of such Services pursuant to the applicable Agreement or order form thereunder.   

6.2 Upon Customer’s written request at reasonable intervals, ASCI shall provide a copy of ASCI’s then 

most recent third-party audits or certifications, as applicable, or any summaries thereof, related to the 
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Processing of Personal Data of Customer, that ASCI generally makes available to its customers at the 

time of such request. ASCI shall make available to Customer, upon reasonable written request, such 

information necessary to demonstrate compliance with this Addendum, and shall allow for written 

audit requests by Customer or an independent auditor in relation to the Processing of Personal Data 

to verify that ASCI employs reasonable procedures in compliance with this Addendum, provided that 

Customer shall not exercise this right more than once per year. Such information and audit rights 

are provided under this section 6.2 to the extent the Agreement does not provide such audit rights 

that meet the requirements of applicable Data Protection Laws (including, where applicable, Article 

28(3)(h) of the GDPR). Any information provided by ASCI and/or audits performed pursuant to this 

section are subject to the confidentiality obligations set forth in the Agreement. 

6.3 ASCI shall provide Customer with reasonable assistance as needed to fulfil Customer’s obligation 

to carry out a data protection impact assessment under Article 35 or 36 of the GDPR as related to 

Customer’s use of the Services. ASCI will provide such assistance upon Customer’s reasonable request 

and to the extent Customer does not otherwise have access to the relevant information, and to the 

extent such information is available to ASCI. Additionally, ASCI will provide reasonable assistance to 

Customer in the cooperation or prior consultation with the Supervisory Authority in the performance 

of its tasks relating to this Section 6.3, to the extent required under the GDPR.

7. Security Breach Management and Notification
7.1 ASCI will promptly notify Customer, without undue delay, after ASCI becomes aware of any 

accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or unlawful access 

to any Customer’s Personal Data that is transmitted, stored or otherwise Processed by ASCI or its 

Subprocessors of which ASCI becomes aware (“Security Breach”). ASCI will use reasonable efforts to 

identify the cause of such Security Breach and shall promptly and without undue delay: (a) investigate 

the Security Breach and provide Customer with information about the Security Breach, including if 

applicable, such information a Data Processor must provide to a Data Controller under Article 33(3) 

of the GDPR to the extent such information is reasonably available; and (b) take reasonable steps to 

mitigate the effects and to minimize any damage resulting from the Security Breach to the extent 

the remediation is within ASCI’s reasonable control. The obligations herein shall not apply to any 

breach that is caused by Customer or it Authorized Users. Notification will be delivered to Customer 

in accordance with Section 7.3 below. 

7.2 ASCI’s obligation to report or respond to a Security Breach under this Section is not and will not be 

construed as an acknowledgement by ASCI of any fault or liability with respect to the Security Breach. 



 7 Advanced Systems Concepts, Inc. — Data Processing Addendum

7.3. Notification(s) of Security Breaches, if any, will be delivered to one or more of Customer’s business, 

technical or administrative contacts by any means ASCI selects, including via email. It is Customer’s 

sole responsibility to ensure it maintains accurate contact information on ASCI’s support systems 

at all times.

8. Return and Deletion of Customer Data
8.1 ASCI shall return Customer Data to Customer and/or delete Customer Data in accordance with 

ASCI’s procedures and Data Protection Laws and/or consistent with the terms of the Agreement.

8.2 At Customer’s request, ASCI shall delete or return all Personal Data to Customer after the end of 

the provision of Services relating to Processing, and delete existing copies, in accordance with the 

procedures set forth in Appendix 2 “Security of Processing – GDPR Art. 32”, unless applicable Data 

Protection Law requires storage of the Personal Data. 

9. Additional Terms for EU Personal Data
9.1 The Standard Contractual Clauses in Attachment 1 and the additional terms in this Section 9 will 

apply to the Processing of Personal Data by ASCI in the course of providing the Services. 

9.1.1 The Standard Contractual Clauses apply only to Personal Data that is transferred from the 

European Economic Area (EEA) or Switzerland to outside the EEA or Switzerland, either directly or 

via onward transfer, to any country or recipient: (i) not recognized by the European Commission as 

providing an adequate level of protection for personal data (as described pursuant to applicable Data 

Protection Law, and (ii) not covered by a suitable framework recognized by the relevant authorities 

or courts as providing an adequate level of protection for personal data, including but not limited to 

Binding Corporate Rules for Processors.

9.1.2 The Standard Contractual Clauses apply to (i) the legal entity that has executed the Standard 

Contractual Clauses as a Data Exporter and, (ii) all Affiliates (as defined in the Agreement) of Cus-

tomer established within the European Economic Area (EEA) and Switzerland that have purchased 

Services on the basis of an order under the Agreement. For the purpose of the Standard Contractual 

Clauses and this Section 9, the Customer and its Affiliates shall be deemed to be “Data Exporters”.
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9.2 This DPA and the Agreement are Data Exporter’s complete and final instructions to Data Im-

porter for the Processing of Personal Data. Any additional or alternate instructions must be agreed 

upon separately. For the purposes of Clause 5(a) of the Standard Contractual Clauses, the following 

is deemed an instruction by the Data Exporter to Process Personal Data: (a) in accordance with the 

Agreement and applicable orders thereunder; and (b) in compliance with other reasonable instruc-

tions provided by Customer (e.g., via a support ticket) where such instructions are consistent with 

the terms of the Agreement.

9.3 Pursuant to Clause 5(h) of the Standard Contractual Clauses, the Data Exporter acknowledges and 

expressly agrees that ASCI may engage third-party Subprocessors in connection with the provision 

of the Services. Data Importer shall make available to Customer a current list of Subprocessors for 

the respective Services with the identities of those Subprocessors in accordance with Section 5.5 

of this DPA, further detailing ASCI’s provision of the Subprocessor List.

 

9.4 The parties agree that the copies of the Sub-processor agreements that must be sent by the 

Data Importer to the Data Exporter pursuant to Clause 5(j) of the Standard Contractual Clauses may 

have all commercial information, or provisions unrelated to the Standard Contractual Clauses or their 

equivalent, removed by the Data Importer beforehand; and that such copies will be provided by Data 

Importer only upon reasonable request by Data Exporter.

9.5 The parties agree that the audits described in Clause 5(f), Clause 11 and Clause 12(2) of the 

Standard Contractual Clauses shall be carried out in accordance with the following specifications: 

Upon Data Exporter’s request, and subject to the confidentiality obligations set forth in the Agree-

ment, Data Importer shall, within a reasonable period following such request, make available to 

Data Exporter (or Data Exporter’s independent, third-party auditor that is not a competitor of ASCI) 

information regarding ASCI’s compliance with the obligations set out in this DPA in the form of the 

third- party certifications and audits it carries out as described in the Agreement and/or the Security 

Practices Document to the extent ASCI makes them generally available to its customers. Customer 

may contact Data Importer in accordance with the “Notices” Section of the Agreement to request 

an on-site audit of the procedures relevant to the protection of Personal Data.  Customer shall re-

imburse Data Importer for any time expended for any such on-site audit at the ASCI’s then-current 

professional services rates, which shall be made available to Data Exporter upon request. Before the 

commencement of any such on-site audit, Data Exporter and Data Importer shall mutually agree 

upon the scope, timing, and duration of the audit in addition to the reimbursement rate for which 

Data Exporter shall be responsible. All reimbursement rates shall be reasonable, taking into account 

the resources expended by Data Importer. Data Exporter shall promptly notify Data Importer with 

information regarding any noncompliance discovered during the course of an audit.
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9.6 The parties agree that the certification of deletion of Personal Data that is described in Clause 

12(1) shall be provided by the Data Importer to the Data Exporter only upon Data Exporter’s request.

9.7 In the event of any conflict or inconsistency between this DPA and the Standard Contractual 

Clauses in Attachment 1, the Standard Contractual Clauses shall prevail. If this document has been 

electronically signed by either party such signature will have the same legal affect as a hand-written 

signature.

10. Parties to This DPA
10.1 Limitation of Liability. Each party and all of its Affiliates’ liability, taken together in the aggregate, 

arising out of or related to this DPA, and all DPAs between Authorized Affiliates and ASCI, whether in 

contract, tort or under any other theory of liability, is subject to the ‘Limitation of Liability’ section 

of the Agreement governing the applicable Services, and any reference in such section to the liability 

of a party means the aggregate liability of that party and all of its Affiliates under the Agreement 

and all DPAs together. For the avoidance of doubt, each reference to the DPA in this DPA means this 

DPA including its Schedules and/or Appendices.

 

10.2 Authorized Affiliates & Contractual Relationship. By executing this DPA, Customer enters into 

this DPA on behalf of itself and, to the extent required under applicable Data Protection Laws, in the 

name and on behalf of its Authorized Affiliates if and to the extent ASCI Processes Personal Data for 

which such Authorized Affiliates qualify as the Data Controller. Each Authorized Affiliate agrees to 

be bound by the obligations under this DPA and, to the extent applicable, the Agreement. For the 

avoidance of doubt, an Authorized Affiliate is not and does not become a party to the Agreement, 

and such Authorized Affiliate is only a party to the DPA. All access to and use of the Services by Au-

thorized Affiliates must comply with the terms and conditions of the Agreement and any violation of 

the terms of the Agreement by an Authorized Affiliate shall be deemed a violation by Customer. For 

the purposes of this DPA only, the term “Customer” shall include Customer and Authorized Affiliates, 

unless otherwise indicated herein.

10.2.1 Communication. The Customer that is the contracting party to the Agreement shall remain 

responsible for coordinating all communication with ASCI under this DPA and be entitled to make and 

receive any communication in relation to this DPA on behalf of its Authorized Affiliates.
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10.2.2 Rights of Authorized Affiliates. Where an Authorized Affiliate becomes a party to the DPA with 

ASCI, it shall to the extent required under applicable Data Protection Laws be entitled to exercise the 

rights and seek remedies under this DPA, subject to the following: 

10.2.2.1 Except where applicable Data Protection Laws require the Authorized Affiliate to exercise a 

right or seek any remedy under this DPA against ASCI directly by itself, the parties agree that (i) solely 

the Customer that is the contracting party to the Agreement shall exercise any such right or seek 

any such remedy on behalf of the Authorized Affiliate, and (ii) the Customer that is the contracting 

party to the Agreement shall exercise any such rights under this DPA not separately for each Au-

thorized Affiliate individually, but in a combined manner for all of its Authorized Affiliates together.

 

11. Definitions
“Authorized Affiliate” means any of Customer’s Affiliate(s) which (a) is subject to the Data Protection 

Laws of the European Union, the European Economic Area and/or their member states, Switzerland 

and/or the United Kingdom, and (b) is permitted to use the Services pursuant to the Agreement 

between Customer and ASCI, but has not signed its own Order Form with ASCI and is not a “Custom-

er” as defined under the Agreement. For the purposes of this DPA  only, the term “Customer” shall 

include Customer and Authorized Affiliates, unless otherwise indicated herein. For the avoidance of 

doubt, “Customer Affiliate” means a legal entity that Customer directly or indirectly majority owns 

or controls through a majority interest.

 

“Data Controller”, “Data Processor”, “Data Subject”, “Commission”, “Member State”, and “Su-

pervisory Authority” shall have the meaning given to them in Chapter 1, Article 4 of the GDPR and 

their cognate terms shall be construed accordingly. 

“Data Protection Laws” means all laws and regulations, including laws and regulations of the Euro-

pean Union, the European Economic Area and their member states, including the GDPR (as defined 

below), applicable to the Processing of Personal Data under the Agreement. 

“GDPR” means EU General Data Protection Regulation 2016/679 (Regulation (EU) 2016/679 of the 

European Parliament and of the Council of 27 April 2016) on the protection of natural persons with 

regard to the Processing of Personal Data and on the free movement of such data, and repealing 

EU Directive 95/46/EC. 
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“Personal Data” means any information relating to (i) an identified or identifiable person and, (ii) 

an identified or identifiable legal entity (where such information is protected similarly as personal 

data or personally identifiable information under applicable Data Protection Laws), where for each (i) 

or (ii), such data is Customer Data (as defined in the applicable Agreement) provided in connection 

with the Agreement.

“Processing” means any operation or set of operations which is performed upon Personal Data, 

whether or not by automatic means, such as collection, recording, organization, storage, adaptation 

or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 

making available, alignment or combination, blocking, erasure or destruction (“Process”, “Processes” 

and “Processed” shall have the same meaning).

“Security Breach” has the meaning given in Section 7 of this Addendum.

“Security Practices Document” means the Information Security Practices Document (or the appli-

cable part dependent on what Services Customer purchases from ASCI), as updated from time to 

time, accessible at https://www.advsyscon.com/en-us/corporatesite/media/pdf/privacy%20policies/

asci-information-security-practices.pdf, or as otherwise incorporated in the Agreement between 

ASCI and Customer.

 

“Security Annex” means the technical and organizational security measures implemented by ASCI 

for the protection of Personal Data, set forth in Appendix 2 “Security of Processing – GDPR Art. 32”. 

To  the extent that the terms of the ASCI Security Practices Document and the terms of the Security 

Annex conflict, the terms of the Security Annex 2 shall govern with respect to the security measures 

and protection of Personal Data in accordance with the requirements of the GDPR.

“Services” means the provision of maintenance and support services and/or consultancy or pro-

fessional services and/or the provision of software as a service and/or any other services provided 

under the Agreement where ASCI Processes Personal Data of Customer.

“Standard Contractual Clauses” means the agreement executed by and between Customer and ASCI. 

and attached as Attachment 1 pursuant to the European Commission’s decision of

5 February 2010 on Standard Contractual Clauses for the transfer of personal data to processors 

established in third countries which do not ensure an adequate level of data protection. 

“Subprocessor” means any Data Processor engaged by ASCI.

https://www.advsyscon.com/en-us/corporatesite/media/pdf/privacy policies/asci-information-security-practices.pdf
https://www.advsyscon.com/en-us/corporatesite/media/pdf/privacy policies/asci-information-security-practices.pdf
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List of Appendices and Attachments
Appendix 1: Details of Processing Customer Personal Data

Appendix 2: Security of Processing – Art. 32 GDPR

Attachment 1: Standard Contractual Clauses 

IN WITNESS WHEREOF, this DPA is entered into and becomes a binding part of the Agreement(s) 

between Customer and ASCI, as of the Effective Date. If this document has been electronically signed 

by either party such signature will have the same legal affect as a hand-written signature.

Appendix 1: Details of Processing of Customer Personal Data

This Appendix 1 includes certain details of the Processing of Customer’s Personal Data as required 

by Article 28(3) GDPR (or as applicable, equivalent provisions of any other Data Protection Law).

Subject matter and duration of the Processing of Customer Personal 
Data

The subject matter and duration of the Processing of the Customer Personal Data are set out in the 

Principal Agreement and this Addendum.

The nature and purpose of the Processing of Customer Personal Data

Nature:  Collection, Recording, Deletion, Use 

Purpose: Customer Personal Data is used to provide Support as set out in the Principal Agreement. 

The types of Customer Personal Data to be Processed

Customer Data of natural persons, Customer Data of companies, Employee Data

The categories of Data Subject to whom the Customer Personal Data 
relates

Special Categories of Personal Data (Art. 9 GDPR): None.
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The obligations and rights of Customer and Customer Affiliates

The obligations and rights of Customer and Customer Affiliates are set out in the Agreement and the 

DPA, including any Appendix, Attachment or Schedule to the DPA.

Appendix 2 - Security of Processing – Art. 32 GDPR

Preamble

Taking into account the state of the art, the costs of implementation and the nature, scope, context 

and purposes of processing as well as the risk of varying likelihood and severity for the rights and 

freedoms of natural persons, the controller and the processor shall implement appropriate technical 

and organizational measures to ensure a level of security appropriate to the risk, including inter alia 

as appropriate:

 

§ 1 Technical and organizational measures implemented to ensure an 
appropriate level of security (SaaS and On-Premises)

(1a) Measures on pseudonymization/anonymization of personal data:

Data stored in this product is not generally of a nature that requires pseudonymization or anonymiza-

tion. If required, Company should escalate to ASCI.

On-Premises 

Not applicable

(1b) Measures on the encryption of personal data:

ENCRYPTION  All data is encrypted in-transit. using TLS 1.2 currently supported. In addition, Com-

pany Data is encrypted on any server or device that is removed from ASCI’s premises for backup 

or off-site storage (where applicable). Key management procedures are employed that assure the 

confidentiality, integrity and availability of cryptographic key material. Use of encryption products 

comply with local restrictions and regulations on the use of encryption in a relevant jurisdiction.
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Encryption Policy

Data security policy that dictates encryption use is documented. The encryption strength of Com-

pany Data in transmission is defined.

Encryption Key Management

Cryptographic key management procedures are documented and automated. Products or solutions 

are deployed to keep the data encryption keys encrypted (e.g., software-based solution). 

Encryption Uses

Company Data transmission over the public internet always utilizes encrypted channel. Encryption 

details are documented if transmission is automated. Approved and dedicated staff is responsible 

for encrypting/decrypting the data, if manual. Company Data must also be encrypted while in transit 

over any network. VPN transmissions are performed over an encrypted channel.

 

On-Premises:

Controller provides support case data in an encrypted manner to processor. Case resolution is done 

in a secured environment. 60 days after case is closed, support case data is deleted.

(1c) Measures of ensuring the ongoing confidentiality of personal data:

All access to the data centers where Company data is stored, is restricted to ASCI’s IT Operations 

Team according to ASCI Information

Access Control Policies (ASCI follows the principle of least privilege and only grants access based on 

role and business use case).

Access rights are reviewed regularly or upon change of role/termination of an employee. Access to 

the environment where Company data is stored is strictly controlled and monitored.  Company is 

responsible for managing access to their subscription data and are responsible for the lifecycle of 

those accounts. Company Subscription Administrators are responsible for user administration and 

related password policies within the application. The Company is responsible for the lifecycle of this 

account.
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On-Premises:

Work is done in secure environment; data transfer is secured. Deletion of data after closing of sup-

port case.

(1d) Measures to ensure ongoing integrity of personal data:

DATA INTEGRITY 

ASCI Policies and Procedures are designed to ensure that any data stored, received, controlled or 

otherwise accessed is not compromised and remains intact. Inspection procedures are in place to 

validate data integrity. 

Data Transmission Controls 

Data transmission control processes and procedures to ensure data integrity are documented. Check 

sums and counts are employed to validate that the data transmitted is the same as data received. 

Data Transaction Control 

Controls to prevent or identify duplicate transactions in financial messages are documented. Dig-

ital certificates (e.g., digital signature, server to server) utilized for ensuring data integrity during 

transmission follow a documented process and procedure.

On-Premises:

Not applicable; Data is deleted after closing of support case, see section 2 a) to e).

(1e) Measures to ensure ongoing availability of processing systems and services:

AVAILABILITY CONTROL

Protection against fire and measures in case of power outages in the data processing centers in-

cluding backup 

Physical Controls 

ASCI has effective controls in place to protect against physical penetration by malicious or unauthorized 

people. Physical controls covering the entire facility are documented. Additional access restrictions 

are enforced for servers/computer/telecommunications room compared to the general area. 
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Backup and Offsite Storage 

ASCI has a defined backup policy and associated procedures for performing backup of data in a 

scheduled and timely manner.

Effective controls are established to safeguard backed up data (onsite and off-site). ASCI also ensures 

that Company Data is securely transferred or transported to and from backup locations. Further-

more, ASCI conducts periodic tests to ensure that data can be safely recovered from backup devices. 

Backup Process 

Backup and offsite storage procedures are documented. Procedures encompass ability to fully restore 

applications and operating systems. Periodic testing of successful restoration from backup media is 

demonstrated. The on-site staging area has documented and demonstrated environmental controls 

(e.g., humidity, temperature). 

Backup Media Destruction 

Procedures are defined for instructing personnel on the proper methods of backup media destruc-

tion. Back up media destruction by a third party is accompanied by documented procedures (e.g., 

certificate of destruction) for destruction confirmation. 

Offsite Storage 

Physical security plan for the offsite facility is documented. Access controls is enforced at entry points 

and in storage rooms. Access to the off-site facility is restricted and there is an approval process to 

obtain access. Electronic transmission of data to off-site location is performed over encrypted channel.

On-Premises:

Closed-Shop-Environment; not applicable. Data remains with controller in existence.

(1f) Measures to ensure ongoing resilience of processing systems and services:

VULNERABILITY MONITORING 

ASCI continuously gather and analyze information regarding new and existing threats and vulner-

abilities, actual attacks on the institution or others, and the effectiveness of the existing security 

controls. Daily intrusion and vulnerability detection services are provided by Qualys. Monitoring 

controls include related policy and procedure, virus and malicious code, intrusion detection, and 
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event and state monitoring. Related logging process provides an effective control to highlight and 

investigate security events.

Vulnerability Policy and Procedure 

Penetration/vulnerability testing of the internal/external networks and/or specific hosts is performed. 

The tests are usually performed externally by Qualys (a reputable external security vendor). Com-

pany environments are covered as part of the scope of the tests. All issues rated as high risk are 

remediated with appropriate timelines. 

Anti-virus and Malicious Code 

Servers, workstations and internet gateway devices are updated periodically with latest antivirus 

definitions. Defined procedure highlights all anti-virus updates. Anti-virus tools are configured to run 

weekly scans, virus detection, real time file write activity and signature files updates. Laptops and 

remote users are covered under virus protection. Procedures to detect and remove any unauthorized 

or unsupported (e.g., freeware) applications are documented.

Security Event Monitoring 

Security events are logged (log files), monitored (appropriate individuals) and addressed (timely action 

documented and performed). Network components, workstations, applications and any monitoring 

tools are enabled to monitor user activity. Organizational responsibilities for responding to events 

are defined. Configuration checking tools are utilized (or other logs are utilized), that record critical 

system configuration changes. The log permission restricts alteration by administrators. Retention 

schedule for various logs are defined and adhered.

(1g) Measures to restore availability and access to personal data in the event of a 
technical of physical incident: 

See above AVAILABILITY CONTROL. 

INCIDENT RESPONSE

ASCI documents a plan and associated procedures in case of an information security incident. The 

incident response plan clearly articulates the responsibilities of personnel and identifies relevant 

notification parties. Incident response personnel are trained. Execution of the incident response 

plan is tested periodically. 
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Incident Response Process 

Information security incident management policy and procedures are documented. The incident 

management policy and/or procedures include the following attributes: 

• Organizational structure is defined 

• Response team is identified 

• Response team availability is documented 

• Timelines for incident detection and disclosure are documented 

• Incident process lifecycle is defined including the following discrete steps: 

• Identification 

• Assignment of severity to each incident 

• Communication 

• Resolution 

• Training 

• Testing

• Reporting 

• Incidents must be classified and prioritized 

• Incident response procedures must include Company notification to the relationship (delivery) 

manager or another contact listed in the contract 

Escalation/Notification 

Incident response process is executed as soon as ASCI is aware of the incident (irrespective of time 

of day).

On-Premises

Only partially applicable; Data is deleted after support case is closed. 

(1h) Measures for regularly testing, assessing and evaluating the effectiveness of 
technical and organizational measures: 

ORGANIZATIONAL CONTROL OPERATIONS 

ASCI has documented IT operational procedures to ensure correct and secure operation of its IT assets. 
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Operational Procedures and Responsibilities. 

Operational procedures are documented in an operations manual and successfully executed.  The 

operations manual includes the following components: Scheduling requirements, Handling errors 

(e.g., transport of data, printing, copies), Generating and handling special output, Maintenance and 

troubleshooting of systems, Documented procedures to manage the SLAs/KPIs, and the reporting 

structure for escalations. 

Internal security audits are done on a regular basis at the processor including the (external) data 

protection officer.

 

§ 2 Additional technical and organizational measures not listed under 
§ 1 (general measures, which are not necessarily related to providing 
SaaS)

(2a) Physical Access Control and Access Control:

A card reader entry system as suitable technical measure has been taken to safeguard security areas 

and their entry points against entry by unauthorized persons.

Access to data processing systems on which data is processed is possible only after the authorized 

person has been identified and successfully authenticated (e.g., with a user name and password or 

chip card/PIN), using state-of-the-art security measures. Access is denied for lack of authorization.

Strong authentication is always based on multiple (at least two) factors, multi factor authentication is 

enforced, when establishing a secure RDP connection, such as something owned, something known, 

or on the basis of a one-time factor that is specific to the user.

VPN connections, while subject to strong authentication, is discouraged.

Passwords comply with appropriate minimum rules, such as a minimum password length and com-

plexity. Initial passwords must be changed immediately. The implementation of the requirements for 

password length, password complexity and validity are ensured by technical settings.



 20 Advanced Systems Concepts, Inc. — Data Processing Addendum

(2b) Access Authorization Control:

An authorization concept (user and administration rights) ensures that access to the data in the 

system is enabled only to the extent required for the user to complete the relevant task according 

to the user’s internal task distribution and separation of functions. Rules and procedures for creat-

ing, changing and deleting authorization profiles and user roles in compliance with data protection 

rules are described therein. The authorization concept must show which job holder may carry out 

administrative tasks (system, user, operation, transport) and which user groups may perform which 

activities in the system. Responsibilities are regulated. A detailed segregation of duty process exists.

(2c) Disclosure Control:

For each IT/NT system in which personal data is transmitted, the transmission is logged. Transfers in 

the network are secured by internal systems. Transfers outside of the network are secured according 

the security standards and encrypted. Transmission details are logged. The logging retention period 

is 12 months.

(2d) Intended Use Control:

Only the minimum amount of data that is needed to perform the contract work or carry out the 

process is collected, stored or processed. 

Rules and measures to ensure that data and/or data media used for different contractual purpos-

es are processed (recorded, modified, deleted and transported, etc.) and/or stored separately are 

documented and applied.

§ 3 Organization Privacy Officer

Ty Whitfield

Advanced Systems Concepts, Inc.                      

1180 Headquarters Plaza 

West Tower – Fourth Floor

Morristown, New Jersey 07960

§ 4 A Current List of Subprocessors is Maintained at:

https://www.advsyscon.com/en-us/about-us/sub-processors

https://www.advsyscon.com/en-us/about-us/sub-processors
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Attachment 1

Commission Decision C(2010)593 Standard Contractual Clauses (processors)

For the  transfer of Personal Data to processors established in third countries which do not ensure 

an adequate level of data protection, The Customer, as defined in the Advanced Systems Concepts, 

Inc. Customer Terms of Service (the data exporter) And 

Advanced Systems Concepts, Inc.

Address: 1180 Headquarters Plaza, West Tower – Fourth Floor, Morristown, NJ 07960 

Tel.: 1-973-539-2660, 

Fax: N/A, 

E-mail: privacy_assistance@advsyscon.com (the data importer) 

each a “party”; together “the parties”, HAVE AGREED on the following Contractual Clauses (the Clauses) 

in order to adduce adequate safeguards with respect to the protection of privacy and fundamental 

rights and freedoms of individuals for the transfer by the data exporter to the data importer of the 

personal data specified in Appendix 1.

Clause 1: Definitions

For the purposes of the Clauses:

(a) ‘personal data’, ‘special categories of data’, ‘process/processing’, ‘controller’, ‘processor’, ‘data 

subject’ and ‘supervisory authority’ shall have the same meaning as in Directive 95/46/EC of the 

European Parliament and of the Council of 24 October 1995 on the protection of individuals with 

regard to the processing of personal data and on the free movement of such data[1];

(b) ‘the data exporter’ means the controller who transfers the personal data;

(c) ‘the data importer’ means the processor who agrees to receive from the data exporter personal 

data intended for processing on his behalf after the transfer in accordance with his instructions 

and the terms of the Clauses and who is not subject to a third country’s system ensuring adequate 

protection within the meaning of Article 25(1) of Directive 95/46/EC;

(d) ‘the subprocessor’ means any processor engaged by the data importer or by any other sub-

processor of the data importer who agrees to receive from the data importer or from any other 

mailto:privacy_assistance@advsyscon.com
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subprocessor of the data importer personal data exclusively intended for processing activities to 

be carried out on behalf of the data exporter after the transfer in accordance with his instructions, 

the terms of the Clauses and the terms of the written subcontract;

(e) ‘the applicable data protection law’ means the legislation protecting the fundamental rights 

and freedoms of individuals and, in particular, their right to privacy with respect to the processing 

of personal data applicable to a data controller in the Member State in which the data exporter is 

established;

(f) ‘technical and organizational security measures’ means those measures aimed at protecting 

personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorized 

disclosure or access, in particular where the processing involves the transmission of data over a 

network, and against all other unlawful forms of processing.

Clause 2: Details of the transfer

The details of the transfer and in particular the special categories of personal data where applicable 

are specified in Appendix 1 which forms an integral part of the Clauses.

Clause 3: Third-party beneficiary clause

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a) 

to (e), and (g) to ( j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party 

beneficiary. 

2. The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), 

Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has factually 

disappeared or has ceased to exist in law unless any successor entity has assumed the entire legal 

obligations of the data exporter by contract or by operation of law, as a result of which it takes on 

the rights and obligations of the data exporter, in which case the data subject can enforce them 

against such entity. 

3. The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and (g), 

Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and the 

data importer have factually disappeared or ceased to exist in law or have become insolvent, unless 

any successor entity has assumed the entire legal obligations of the data exporter by contract or 

by operation of law as a result of which it takes on the rights and obligations of the data exporter, 
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in which case the data subject can enforce them against such entity. Such third-party liability of the 

subprocessor shall be limited to its own processing operations under the Clauses. 

4. The parties do not object to a data subject being represented by an association or other body if 

the data subject so expressly wishes and if permitted by national law. 

Clause 4: Obligations of the data exporter

The data exporter agrees and warrants: 

(a) that the processing, including the transfer itself, of the personal data has been and will continue 

to be carried out in accordance with the relevant provisions of the applicable data protection law 

(and, where applicable, has been notified to the relevant authorities of the Member State where the 

data exporter is established) and does not violate the relevant provisions of that State;

(b) that it has instructed and throughout the duration of the personal data processing services will 

instruct the data importer to process the personal data transferred only on the data exporter’s behalf 

and in accordance with the applicable data protection law and the Clauses;

(c) that the data importer will provide sufficient guarantees in respect of the technical and organi-

zational security measures specified in Appendix 2 to this contract;

(d) that after assessment of the requirements of the applicable data protection law, the security 

measures are appropriate to protect personal data against accidental or unlawful destruction or 

accidental loss, alteration, unauthorized disclosure or access, in particular where the processing 

involves the transmission of data over a network, and against all other unlawful forms of process-

ing, and that these measures ensure a level of security appropriate to the risks presented by the 

processing and the nature of the data to be protected having regard to the state of the art and the 

cost of their implementation;

(e) that it will ensure compliance with the security measures;

(f) that, if the transfer involves special categories of data, the data subject has been informed or will 

be informed before, or as soon as possible after, the transfer that its data could be transmitted to a 

third country not providing adequate protection within the meaning of Directive 95/46/EC;
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(g) to forward any notification received from the data importer or any subprocessor pursuant to 

Clause 5(b) and Clause 8(3) to the data protection supervisory authority if the data exporter decides 

to continue the transfer or to lift the suspension;

(h) to make available to the data subjects upon request a copy of the Clauses, with the exception of 

Appendix 2, and a summary description of the security measures, as well as a copy of any contract for 

subprocessing services which has to be made in accordance with the Clauses, unless the Clauses or the 

contract contain commercial information, in which case it may remove such commercial information;

(i) that, in the event of subprocessing, the processing activity is carried out in accordance with Clause 

11 by a subprocessor providing at least the same level of protection for the personal data and the 

rights of data subject as the data importer under the Clauses; and

(j) that it will ensure compliance with Clause 4(a) to (i).

Clause 5: Obligations of the data importer[2]

The data importer agrees and warrants:

(a) to process the personal data only on behalf of the data exporter and in compliance with its 

instructions and the Clauses; if it cannot provide such compliance for whatever reasons, it agrees 

to inform promptly the data exporter of its inability to comply, in which case the data exporter is 

entitled to suspend the transfer of data and/or terminate the contract;

(b) that it has no reason to believe that the legislation applicable to it prevents it from fulfilling 

the instructions received from the data exporter and its obligations under the contract and that in 

the event of a change in this legislation which is likely to have a substantial adverse effect on the 

warranties and obligations provided by the Clauses, it will promptly notify the change to the data 

exporter as soon as it is aware, in which case the data exporter is entitled to suspend the transfer 

of data and/or terminate the contract;

(c) that it has implemented the technical and organizational security measures specified in Appendix 

2 before processing the personal data transferred;

(d) that it will promptly notify the data exporter about:
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• (i) any legally binding request for disclosure of the personal data by a law enforcement au-

thority unless otherwise prohibited, such as a prohibition under criminal law to preserve the 

confidentiality of a law enforcement investigation,

• (ii) any accidental or unauthorized access, and

• (iii) any request received directly from the data subjects without responding to that request, 

unless it has been otherwise authorized to do so;

(e) to deal promptly and properly with all inquiries from the data exporter relating to its processing 

of the personal data subject to the transfer and to abide by the advice of the supervisory authority 

with regard to the processing of the data transferred;

(f) at the request of the data exporter to submit its data processing facilities for audit of the 

processing activities covered by the Clauses which shall be carried out by the data exporter or an 

inspection body composed of independent members and in possession of the required professional 

qualifications bound by a duty of confidentiality, selected by the data exporter, where applicable, in 

agreement with the supervisory authority;

(g) to make available to the data subject upon request a copy of the Clauses, or any existing contract 

for subprocessing, unless the Clauses or contract contain commercial information, in which case it 

may remove such commercial information, with the exception of Appendix 2 which shall be replaced 

by a summary description of the security measures in those cases where the data subject is unable 

to obtain a copy from the data exporter;

(h) that, in the event of subprocessing, it has previously informed the data exporter and obtained 

its prior written consent;

(i) that the processing services by the subprocessor will be carried out in accordance with Clause 11;

(j) to send promptly a copy of any subprocessor agreement it concludes under the Clauses to the 

data exporter.

Clause 6: Liability

1. The parties agree that any data subject, who has suffered damage as a result of any breach of the 

obligations referred to in Clause 3 or in Clause 11 by any party or subprocessor is entitled to receive 

compensation from the data exporter for the damage suffered.
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2. If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 

against the data exporter, arising out of a breach by the data importer or his subprocessor of any 

of their obligations referred to in Clause 3 or in Clause 11, because the data exporter has factually 

disappeared or ceased to exist in law or has become insolvent, the data importer agrees that the data 

subject may issue a claim against the data importer as if it were the data exporter, unless any succes-

sor entity has assumed the entire legal obligations of the data exporter by contract of by operation 

of law, in which case the data subject can enforce its rights against such entity. The data importer 

may not rely on a breach by a subprocessor of its obligations in order to avoid its own liabilities.

3. If a data subject is not able to bring a claim against the data exporter or the data importer referred 

to in paragraphs 1 and 2, arising out of a breach by the subprocessor of any of their obligations 

referred to in Clause 3 or in Clause 11 because both the data exporter and the data importer have 

factually disappeared or ceased to exist in law or have become insolvent, the subprocessor agrees 

that the data subject may issue a claim against the data subprocessor with regard to its own pro-

cessing operations under the Clauses as if it were the data exporter or the data importer, unless any 

successor entity has assumed the entire legal obligations of the data exporter or data importer by 

contract or by operation of law, in which case the data subject can enforce its rights against such 

entity. The liability of the subprocessor shall be limited to its own processing operations under the 

Clauses.

Clause 7: Mediation and jurisdiction

1. The data importer agrees that if the data subject invokes against it third-party beneficiary rights 

and/or claims compensation for damages under the Clauses, the data importer will accept the de-

cision of the data subject:

(a) to refer the dispute to mediation, by an independent person or, where applicable, by the super-

visory authority;

(b) to refer the dispute to the courts in the Member State in which the data exporter is established.

2. The parties agree that the choice made by the data subject will not prejudice its substantive or 

procedural rights to seek remedies in accordance with other provisions of national or international law.

Clause 8: Cooperation with supervisory authorities

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so 

requests or if such deposit is required under the applicable data protection law.
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2. The parties agree that the supervisory authority has the right to conduct an audit of the data 

importer, and of any subprocessor, which has the same scope and is subject to the same conditions 

as would apply to an audit of the data exporter under the applicable data protection law.

3. The data importer shall promptly inform the data exporter about the existence of legislation 

applicable to it or any subprocessor preventing the conduct of an audit of the data importer, or any 

subprocessor, pursuant to paragraph 2. In such a case the data exporter shall be entitled to take the 

measures foreseen in Clause 5 (b).

Clause 9: Governing Law

The Clauses shall be governed by the law of the Member State in which the data exporter is established.

Clause 10: Variation of the contract

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from 

adding clauses on business related issues where required as long as they do not contradict the Clause.

Clause 11: Subprocessing

1. The data importer shall not subcontract any of its processing operations performed on behalf of 

the data exporter under the Clauses without the prior written consent of the data exporter. Where 

the data importer subcontracts its obligations under the Clauses, with the consent of the data ex-

porter, it shall do so only by way of a written agreement with the subprocessor which imposes the 

same obligations on the subprocessor as are imposed on the data importer under the Clauses[3]. 

Where the subprocessor fails to fulfil its data protection obligations under such written agreement 

the data importer shall remain fully liable to the data exporter for the performance of the subpro-

cessor’s obligations under such agreement. 

2. The prior written contract between the data importer and the subprocessor shall also provide 

for a third-party beneficiary clause as laid down in Clause 3 for cases where the data subject is not 

able to bring the claim for compensation referred to in paragraph 1 of Clause 6 against the data ex-

porter or the data importer because they have factually disappeared or have ceased to exist in law 

or have become insolvent and no successor entity has assumed the entire legal obligations of the 

data exporter or data importer by contract or by operation of law. Such third-party liability of the 

subprocessor shall be limited to its own processing operations under the Clauses.
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3. The provisions relating to data protection aspects for subprocessing of the contract referred to in 

paragraph 1 shall be governed by the law of the Member State in which the data exporter is established.

4. The data exporter shall keep a list of subprocessing agreements concluded under the Clauses and 

notified by the data importer pursuant to Clause 5 ( j), which shall be updated at least once a year. 

The list shall be available to the data exporter’s data protection supervisory authority. 

Clause 12: Obligation after the termination of personal data processing services

1. The parties agree that on the termination of the provision of data processing services, the data 

importer and the subprocessor shall, at the choice of the data exporter, return all the personal data 

transferred and the copies thereof to the data exporter or shall destroy all the personal data and 

certify to the data exporter that it has done so, unless legislation imposed upon the data importer 

prevents it from returning or destroying all or part of the personal data transferred. In that case, 

the data importer warrants that it will guarantee the confidentiality of the personal data transferred 

and will not actively process the personal data transferred anymore.

2. The data importer and the subprocessor warrant that upon request of the data exporter and/or 

of the supervisory authority, it will submit its data processing facilities for an audit of the measures 

referred to in paragraph 1.

Appendix 1 to the Standard Contractual Clauses

This Appendix forms part of the Clauses and must be completed and signed by the parties.

The Member States may complete or specify, according to their national procedures, any additional 

necessary information to be contained in this Appendix.

Data exporter

The data exporter is (please specify briefly your activities relevant to the transfer):

The data exporter is a non-ASCI party which is a user of ASCI’s products and services including soft-

ware, support and maintenance, software as a service.

Data importer

The data importer is (please specify briefly activities relevant to the transfer):

The data importer is ASCI a global producer and provider of software, software as a service and other 

services (“Software and Services”).
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Data subjects

The personal data transferred concern the following categories of data subjects (please specify):

The data subject includes the data exporter’s end-users, employees, contractors, collaborators, and 

customers of the data exporter.

Categories of data

The personal data transferred concern the following categories of data (please specify):

The personal data transferred concern the following categories of data (please specify) includes 

documents and other data in an electronic form in the context of Software and Services. 

Processing operations

The personal data transferred will be subject to the following basic processing activities (please 

specify):

a. Duration and Object of Data Processing. The duration of data processing shall be for the term des-

ignated under the agreement between ASCI and the Customer. The objective of the data processing 

is the provision and performance of Software and Services.

b. Scope and Purpose of Data Processing. The scope and purpose of processing personal data is de-

scribed in the agreement between ASCI and Customer. The data importer operates a global network 

of data centers and management/support facilities, and processing may take place in any jurisdiction 

where data importer or its sub-processors operate such facilities.  

c. Data Exporter’s Instructions. For Software and Services, ASCI will only act upon Customer’s in-

structions as conveyed to ASCI by Customer. 

d. Customer Data Deletion or Return. Upon expiration or termination of the agreement with the 

Customer or in the case of data supplied as part of a support case after 60 days of the closure of 

such support ticket, data importer will delete customer data.

Appendix 2 to the Standard Contractual Clauses

This Appendix forms part of the Clauses and must be completed and signed by the parties.
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Description of the technical and organizational security measures implemented by 
the data importer in accordance with Clauses 4(d) and 5(c) (or document/legislation 
attached):

Data importer will maintain administrative, physical, and technical safeguards for protection of the 

security, confidentiality and integrity of Customer’s Personal Data, as described in ASCI’s “Security 

of Processing – GDPR Art. 32” attached as Appendix 2 of the Data Processing Agreement (updated 

versions will be made available on request), or otherwise made reasonably available by data import-

er.  The relevant parts of the document may differ based on the applicable products and services 

Customer purchases from ASCI. 

Sallie Piscitello

VP of Finance and Operations

Email: spiscitello@advsyscon.com

Phone: +1 973-539-2660 Ext. #203

www.advsyscon.com

mailto:spiscitello@advsyscon.com
tel:+19735392660
https://www.advsyscon.com
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